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A zero-knowledge proof convinces us of some claim’s validity without revealing specifics. For
example, you can prove possession of a private key without leaking any information about your key.
Zero-knowledge proofs are typically derived by application of the Fiat-Shamir transformation to
sigma protocols. Unfortunately, the transformation is commonly misapplied, introducing security
vulnerabilities. Herein, I present a JavaScript framework for correct transformation.

We start from a claim. For instance, I know a private key corresponding to a public key. A
sigma protocol convinces us of a claim’s validity; we cannot be fooled by invalid claims: A prover
inputs a public statement (e.g., a public key) and a private witness (e.g., a private key) to generate
a commitment, the public statement and the commitment are input by a verifier to produce a
challenge, that challenge is used by the prover to generate a response, and the verifier checks
whether the response demonstrates validity of the statement (Listing 1).

Sigma protocols are interactive; a prover sends a statement and a commitment to a verifier, the
verifier replies with a challenge, and the prover supplies a response. The Fiat-Shamir transformation
replaces the verifier’s challenge with a hash over the statement and the commitment (and, optionally,
some message), reducing exchange of three messages to a single proof (Listing 2).

The Fiat-Shamir transformation produces zero-knowledge proofs when the underlying sigma
protocol guarantees anything derivable about a witness can be computed without interaction. As
an exemplar application of our framework, let’s implement the sigma protocol by Chaum et al. for
demonstrating knowledge of a discrete logarithm, which may be used to prove we know a private
key corresponding to a public key (Listings 3 & 4).

Securely implementing sigma protocols is as hard as implementing any comparable cryptographic
primitive: Fiendishly difficult! (Just count the zero days.) I recommend the gold standard—proven
secure by design—wherein security of sourcecode is shown to reduce to an unsolvable mathematical
problem, rendering code secure assuming the math remains unsolvable. That’s a tall order; I’m
unaware of any such mainstream system. As an initial step, let’s define a cyclic multiplicative
group of prime-order using OpenSSL’s implementation of Diffie-Hellman (Listings 5–7), simplifying
reductions assuming OpenSSL’s Diffie-Hellman can be proven secure by design.

As further exemplar applications of our framework, let’s implement sigma protocols by Chaum
& Pedersen for demonstrating knowledge of equality between discrete logarithms (Listing 8) and
Schoenmakers for disjunctive equality between logarithms (Listings 9 & 10), which may be used to
prove correctness of partial decryptions and, respectively, to prove correct ciphertext construction,
the latter giving way to non-malleable ElGamal encryption over booleans.

Next steps: Provide reductions (preferably mechanised) from sourcecode to unsolvable math-
ematical problems, rendering implementations proven secure by design, assuming the math re-
mains unsolvable. Building upon those reductions, demonstrate generality of techniques beyond
zero-knowledge proofs by reducing code for non-malleable ElGamal to unsolvable problems. Fur-
thermore, demonstrate generality at system level by reducing voting system sourcecode to the
aforementioned unsolvable mathematical problems.

In just a year, I found zero-days in TLS implementations used by Google/Android & Ora-
cle/OpenJDK, OpenJS Foundation/Node.js’s Diffie-Hellman, and Swiss Post E-Voting, each an-
nihilating security—clearing systems missettling trades, crypto looted, democracy stolen, could’ve
happened. Zero-trust is the coming agenda; proven secure by design the future.



1 import crypto from 'crypto';

2

3 type Statement = unknown;

4 type Witness = unknown;

5

6 type Commitment = unknown;

7 type Challenge = unknown;

8 type Response = unknown;

9

10 export interface SigmaProtocol<Statement,Witness,Commitment,Challenge,Response> {

11 statement: Statement;

12

13 commit(): Commitment;

14

15 challenge?(commitment: Commitment): Challenge;

16

17 response(challenge: Challenge): Response;

18

19 verify(commitment: Commitment, challenge: Challenge, response: Response): boolean;

20 }

Listing 1: Sigma protocol interface comprising types for a prover’s statement and their private witness (Lines 3 & 4) and the three exchanged messages,
namely, a prover’s commitment, a verifier’s challenge, and a prover’s response (Lines 6–8), a property representing a prover’s statement (Line 11),
methods for computing the exchanged messages, each inputting any previous message (Lines 13–17), and a final method for checking validity of a
prover’s statement with respect to exchanged messages (Line 19). Our challenge method is marked optional since it’s not used by the Fiat-Shamir
transformation.



22 type Proof = {commitment: Commitment, response: Response};

23

24 type Message = unknown;

25

26 export class ZeroKnowledgeProof {

27

28 private readonly sigma: SigmaProtocol<Statement,Witness,Commitment,Challenge,Response>;

29 private readonly hash: string;

30

31 constructor(sigma: SigmaProtocol<Statement,Witness,Commitment,Challenge,Response>, hash: string) {

32 this.sigma = sigma;

33 this.hash = hash;

34 }

35

36 public prove(message?: Message): Proof {

37 const commitment = this.sigma.commit();

38 const challenge = this.getChallengeHash(this.sigma.statement, commitment, message);

39 const response = this.sigma.response(challenge);

40 return {commitment, response};

41 }

42

43 public verify({commitment, response}: Proof, message?: Message): boolean {

44 const challenge = this.getChallengeHash(this.sigma.statement, commitment, message);

45 return this.sigma.verify(commitment, challenge, response);

46 }

47

48 private getChallengeHash(statement: Statement, commitment: Commitment, message?: Message): Buffer {

49 const hash = crypto.createHash(this.hash);

50 (message === undefined ? [statement, commitment] : [statement, commitment, message]).forEach(x => this.update(hash, x));

51 return hash.digest();

52 }

53

54 protected update(hash: crypto.Hash, data: unknown) : void {

55 if (typeof data === "string" || data instanceof Buffer) hash.update(data);

56 else if (data !== null && Object.values(data as any).length > 0) Object.values(data as any).forEach(x => this.update(hash, x));

57 else throw Error(`ZeroKnowledgeProof's subclass must override method update for instances of type ${typeof data}`);

58 }

59

60 }

Listing 2: Zero-knowledge proof derived by application of the Fiat-Shamir transformation to a sigma protocol and a hash function, comprising types
capturing a prover’s proof and any additional message to hash (Lines 22 & 24), instantiation of sigma protocol and hash function parameters (Lines
28–34), replacement of a verifier’s challenge with a hash over a statement, a commitment, and, optionally, some message, allowing a prover to compute
both their commitment & response without verifier interaction, reducing exchange of three messages to a single proof (Lines 36–41), a method for
checking validity of such proofs with respect to a hash (Lines 43–46), a method for computing hashes (Lines 48–52), and a method marshalling data
into a suitable format for hashing (Lines 54–58).
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2.1. Remarks about the underlying mathematical model 

Our purpose is to prove that Protocol 1 (and the other protocols that will be described in 
this paper) have the following properties: 
- correctness: even a cheating party A is unable (or with a very small chance able) to 

send messages to B satisfymg all of B’s checks; 
securivy: B cannot obtain any useful “knowledge” about the discrete logarithm from 
the protocol other than from the initializing information a, f l  and N ,  even if he 
cheats. 

- 

In this subsection we explain more precisely what is meant by “cheating” and what it 
means that no knowledge is revealed. In the remainder of this paper we assume that the 
computational power of B is polynomially bounded in log N .  For the computational 
power of A ,  we do not make any assumption since it does not matter in our arpments 
whether A’s computational power is polynomially bounded or not. 

algorithm, in another way than that described in the protocol. For instance, if A does not 
know the discrete logarithm, then she could try to construct her messages in such a way 
that they s G u  satisfy B’s checks. B cheats if he generates his bits in step 2 using a 
random polynomial time algorithm that does not choose them at random. 

We say that A cheats if she constructs her messages by means of some probabilistic 

1 import crypto from 'crypto';

2

3 import { SigmaProtocol } from './ZKP';

4 import { Group } from './Group';

5

6 export type Statement = {g: bigint, p: bigint, h: bigint};

7 export type Witness = bigint;

8

9 export type Commitment = bigint;

10 export type Challenge = Buffer;

11 export type Response = bigint;

12

13 export class SigmaProtocolDLog extends Group implements SigmaProtocol<Statement,Witness,Commitment,Challenge,Response> {

14

15 public readonly statement: Statement;

16 private readonly x!: Witness;

17 protected s!: bigint;

18

19 constructor(statement: Statement, x?: Witness) {

20 super(statement.p, statement.g);

21 this.statement = statement;

22 if (x) this.x = x;

23 }

24

25 public commit(): Commitment {

26 if (!this.x) throw new Error("A witness must be instantiated to compute a proof");

27 this.s = this.random();

28 return this.g(this.s) % this.prime;

29 }

30

31 public response(c: Challenge): Response {

32 if (!this.s) throw new Error("Method response must be called after method commit");

33 return (this.s + c.toBigint() * this.x) % this.order;

34 }

35

36 public verify(gs: Commitment, c: Challenge, r: Response): boolean {

37 return this.g(r) === gs * this.exp(this.statement.h, c.toBigint()) % this.prime;

38 }

39

40 }

Listing 3: Application of our interface implementing the sigma protocol by Chaum et al. (overlay, EuroCrypt’87), comprising instantiation of statement
& (optional) witness parameter(s) and superclass initialisation (Lines 19–23), methods for computing a commitment gs mod p wherein s is randomly
sampled (Lines 25–29), and a response s + c · x mod p (Lines 31–34) such that verification (Lines 36–38) succeeds iff h ≡ gx mod p, i.e., when g
exponentiated to the response is equivalent to the commitment multiplied by h raised to the challenge (which holds exactly when loggh = x).



42 import { ZeroKnowledgeProof as _ZeroKnowledgeProof } from './ZKP';

43

44 export class ZeroKnowledgeProof extends _ZeroKnowledgeProof {

45 protected update(hash: crypto.Hash, x: unknown) : void {

46 if (typeof x === "bigint") hash.update(x.toBuffer());

47 else super.update(hash, x);

48 }

49 }

50

51 export class ZKPDLog extends ZeroKnowledgeProof {

52 constructor(statement: Statement, hashAlgorithm: string, witness?: Witness) {

53 super(new SigmaProtocolDLog(statement, witness), hashAlgorithm);

54 }

55 }

Listing 4: Application of our framework deriving a zero-knowledge proof system using the Fiat-Shamir transformation—super easy, huh?! All you’ve
got to do is extend method update to handle any new types (Lines 45–48) and instantiate (Lines 52–54). (Whilst two classes aren’t necessary, we
separate for reuse of the former.)

1 import crypto from 'crypto';

2

3 declare global { interface Buffer { toBigint(): bigint; }

4 interface BigInt { toBuffer(): Buffer; }

5 interface BigInt { mod(n: bigint): bigint; } }

6

7 Buffer.prototype.toBigint = function(this: Buffer): bigint {

8 return BigInt(`0x${this.toString('hex')}`);

9 }

10

11 BigInt.prototype.toBuffer = function(this: bigint): Buffer {

12 /* RTFM: "Data truncation may occur when decoding strings that do not exclusively

13 consist of an even number of hexadecimal characters," painful to debug...

14 Source: https://github.com/nodejs/node/blob/main/doc/api/buffer.md */

15 let s = this.toString(16);

16 if (s.length % 2 !== 0) s = "0" + s;

17 return Buffer.from(s, 'hex');

18 }

19

20 BigInt.prototype.mod = function(this: bigint, n: bigint): bigint {

21 /* RTFM: "The remainder (%) operator returns the remainder left over when one operand is

22 divided by a second operand. It always takes the sign of the dividend," perplexing...

23 Source: https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Operators/Remainder */

24 return ((this%n)+n)%n;

25 }

Listing 5: Buffer to bigint conversions for mathematically operations on Diffie-Hellman inputs/outputs.



30 class _Group {

32 public readonly _prime: Buffer;

33 public readonly _generator: Buffer;

34 private readonly dh: crypto.DiffieHellman;

44 constructor(prime: Buffer, generator: Buffer) {

45 if (crypto.createDiffieHellman(prime, generator).verifyError !== 0)

46 throw new Error("Not a prime, not a safe prime, generator unsuitable, or generator suitability cannot be checked");

47

48 this._prime = prime;

49 this._generator = generator;

50 this.dh = crypto.createDiffieHellman(prime, generator);

51 }

52

53 public exp(base: Buffer, exp: Buffer): Buffer {

54 this.dh.setPrivateKey(exp);

55 return this.dh.computeSecret(base);

56 }

57

58 public random(): Buffer {

59 //Here be dragons: Use fresh Diffie-Hellman instance to avoid Node.js zero-day CVE-2023-30590; function generateKeys() "only generates a private

60 //key if none has been set" (https://nodejs.org/en/blog/vulnerability/june-2023-security-releases)

61 const dh = crypto.createDiffieHellman(this._prime, this._generator)

62 dh.generateKeys();

63 return dh.getPrivateKey();

64 }

65

66 }

Listing 6: Exploiting OpenSSL’s implementation of Diffie-Hellman for exponentiation of a base to an exponent (Lines 53–56) and for sampling random
bits (Lines 58–64).



72 export class Group extends _Group {

74 public readonly prime: bigint;

75 public readonly generator: bigint;

76 public readonly order: bigint;

86 constructor(prime: bigint, generator: bigint) {

87 super(prime.toBuffer(), generator.toBuffer());

88 this.prime = prime;

89 this.generator = generator;

90 this.order = (prime - 1n)/2n;

91 }

92

93 public g(exp: bigint): bigint {

94 return this.exp(this.generator, exp);

95 }

96

97 public exp(base: bigint, exp: bigint): bigint;

98 public exp(base: Buffer, exp: Buffer): Buffer;

99 public exp(base: any, exp: any): any {

100 //DiffieHellman.computeSecret(base) raises "RangeError: Invalid key type" with DiffieHellman.setPrivateKey(0n.toBuffer())

101 if (exp === 0n) return 1n;

102 return super.exp(base.toBuffer(), exp.toBuffer()).toBigint();

103 }

104

105 public random(): bigint;

106 public random(): Buffer;

107 public random(): any {

108 //DiffieHellman.generateKeys() generates private keys of £{order}'s bit length rather than from the group

109 return super.random().toBigint() % this.order;

110 }

123 public inverse(x: any): bigint {

124 if (typeof x !== 'bigint') x = BigInt(x);

125 return (this.order - (x % this.order)) % this.order; //Equivalently, Fermat's (little) theorem could be applied.

126 }

127

128 public isMember(x: bigint): boolean {

129 //For a cyclic (sub)group of prime order, every group element (except identity) is a generator; raising a group generator (or identity) to the

130 //group's order produces one

131 //Here be dragons: DiffieHellman.computeSecret(base) raises "RangeError: Invalid key type" with DiffieHellman.setPrivateKey(this.order.toBuffer())

132 try { return this.exp(x, this.order-1n) * x % this.prime === 1n; } catch (error) { return false; }

133 //(Checking crypto.createDiffieHellman(this._prime, x.toBuffer()).verifyError !== 0 won't suffice; "don't worry if [x] is a generator or not:

134 //since we are using safe primes, it will generate either an order-q [subgroup] or an order-2q group [either] is OK" (OpenSSL dh_gen.c),

135 //see also https://florianjw.de/en/insecure_generators.html.)

136 }

137

138 }

Listing 7: Marshals Diffie-Hellman inputs/outputs between Buffer and bigint.
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0 07Ltj?ow: 
No matter how T and the organization deTriate from the prescribed protocol. if 
C follows the protocol, T cannot send any extra (subliminal) information to the 
organization. 

This means tha t  even if the organization places a malicious observer in the wallet, there 
is no way that it can send back any information about the owner. 

If all protocols are secure against outflow, then the security against inflow is not that 
significant, because T cannot tell other organizations what it learns. However, if it is 
important that  T does not reveal any secrets in case i L  is returned to the organizations, 
the protocols must be secure against inflow as we!l. 

3 The Signature Scheme 
This section presents the signature scheme which will be x e d  in this paper. The notation 
is introduced, the basic signature scheme is described. and it is zhown how it can be used 
in wallets. Then it is shown how to make blind signatures. 

3.1 Notation 
Let q be a prime. The protocols to be presented work fur  any group. G, of order (I. As 
an example of such a group we consider another prime. p, such that q divides p - 1. and 
define G, as the unique subgroup of Z; of order q. The element g E G‘, will always be a 
generator of G,. It will be assumed that all parties know p .  q and g. 

The discrete logarithm of h E G, with respect to g is denoted by log, h ,  and the 
number of bits of an integer, 5. will be denoted jzI. 

3.2 The Basic Scheme 

This subsection presents the sisnature scheme xhich wiil be used in the following proto- 
cols. 

The public key of the scheme is 

(P. 9.  L7, h ) .  

where h E G, \ { 1) and the  corresponding secret key is s = log, h. 
Let m E G, be a message. The signature on rn consists of 2 = mr plus a proof that 

log, h = log, z .  

Given rn and z ,  consider the following protocol: 

1. The  prover chooses s E Z, at random and computes ( a .  b )  = ( g ” ,  m’). This pair is 
sent to the verifier. 

2 .  The verifier chooses a random challenge c E Z, and sends i t  to the prover. 94 

3. The prover sends back r = s + cx 
4. The verifier accepts the proof if 

gr = ah' and m' = bzC. 

If the prover can send correct responses rl and r2 to two different challenges, c1 and ~2 

then 
and nzr~ -<2 - -C: -% 

* >  9 n - r 2  = hc:-cz  - 

and hence 
c1 - c2 

rl - rz  
log, h = log, i = __ 

since c1 # c:! mod q implies that rl + i-2 mod q Now let H be  a one-way hash function 
(as in the Fiat-Shamir schemc. see [FSS'i]) Gi \en  this fiiiiction and t h e  above protocoi 
t h e  signature on ~n is 

a im)  = \ : , a ,  h ,  r ) .  

It is correct If c = H(m. = ,a .  6 )  and 

g' = a h '  and m P  = b 2  

Hence, a signature on a 1qi bits message is ' y l  -- 3 ' p (  bits long. 
Kow consider a t tempts  to forge signatures given only t h e  public key. If H has t h e  

property tha t  i t  is as difficult to convince a verifier, who chooses c := H ( m ,  L: a ,  h ) ,  a 

verifier who chooses the  challenge at random (H is like a random oracle), it is not feasible 
to make signatures without knowing 1. 

Furthermore, it docs not seem to help a forger to execute the proof' t h a t  logg h = log, : 
with the signer for the  folloKing reason. Consider the modification of the  proof system 
in which the  challenge. c. is chosen from a subsel. A 2 Zq instead of Z,. For any such 
subset a n  execution of this modified schene  can be simulated perfectly in expected rime 
U ( ] A l ) .  In particular this simulation is feasihle if 1.41 is polynomial in 141. It is a n  open 
question to prove that  executions of the protocol are secure, when A equals 2Zq: but we 
conjecture t h a t  no matter  which c E Zq is chosen as challenge, the signer reveals no other 
information t h a n  t h e  fact that  log, h equals log,, 2. 

Finally remains the possibility tha t  a forger can const,ruct a false signature by com- 
bining various given signat,ures (m,. a t ) !  wliere the forger has chosen i n ,  adaptively (see 
[GMR8S]). If 2; = nz? then 

Hence there is a multiplicative relation which inight be useful for a forger. However, 
the use of H should prevent the  forger from combining different signat,ures into a new 
signature. 

.-1Z? = ( m l m ? ) z .  

3.3 Signatures by T 
This section shows how the aboxre signature scheme can be used by t h e  tamper-proof 
device T in a wallet. The problem. that vie h a v e  to  deal tvith. is that T cannot be  allowed 

1 import crypto from 'crypto';

2

3 import { SigmaProtocol } from './ZKP';

4 import { SigmaProtocolDLog, Statement as _Statement, Witness, Commitment as _Commitment, Challenge, Response } from './ZKPDLog';

5

6 type Statement = _Statement & {a: bigint, d: bigint};

7

8 type Commitment = {G: _Commitment, A: bigint};

9

10 class SigmaProtocolDLogEq extends SigmaProtocolDLog implements SigmaProtocol<Statement,Witness,Commitment,Challenge,Response> {

11

12 public readonly statement: Statement;

13

14 constructor(statement: Statement, x?: Witness) {

15 super(statement as _Statement, x);

16 this.statement = statement;

17 }

18

19 public commit<T extends Commitment | _Commitment>(): T {

20 return {G: super.commit(), A: this.exp(this.statement.a, this.s) % this.prime} as T;

21 }

22

23 public verify(commitment: Commitment|_Commitment|any, challenge: Challenge, response: Response): boolean {

24 if (!commitment.G || !commitment.A) return false;

25 return super.verify(commitment.G, challenge, response)

26 && this.exp(this.statement.a, response) === commitment.A * this.exp(this.statement.d, challenge.toBigint()) % this.prime;

27 }

28

29 }

30

31 import { ZeroKnowledgeProof } from './ZKPDLog';

32

33 export class ZKPDLogEq extends ZeroKnowledgeProof {

34 constructor(statement: Statement, hashAlgorithm: string, witness?: Witness) {

35 super(new SigmaProtocolDLogEq(statement, witness), hashAlgorithm);

36 }

37 }

Listing 8: Application of our framework deriving a zero-knowledge proof system by application of the Fiat-Shamir transformation to the sigma
protocol by Chaum & Pedersen (overlay, Crypto’92), that sigma protocol being implemented by extension of the protocol by Chaum et al. (Listing 3),
specifically, we extend types for a prover’s statement and their commitment (Lines 6 & 8), generalise our method for computing a commitment to
also include as mod p (Lines 19–21), and extend verification (Lines 23–27) to hold iff we additional have d ≡ ax, i.e., logg h = loga d. Deriving
the zero-knowledge proof system is extremely easy (Lines 33–37). Such proofs may be used to prove correctness of partial decryptions: Suppose
(a, b) = (gr, hr ·m) is an ElGamal ciphertext such that logg h = loga d, we have b · d−1 ≡ gx·r ·m · g−x·r where x = logg h, i.e., d is a partial decryption.
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Let Γ be a monotone access structure on {1, . . . , n} and consider the following
secret sharing scheme with secrets and shares in ZZq, where q is prime. Suppose we
have constructed an n×d matrix M , for some d, satisfying for all B ⊆ {1, . . . , n}:

B ∈ Γ ≡ e1 ∈ {c MB | c ∈ ZZ|B|q }, (1)

where e1 = (1, 0, . . . , 0), and MB denotes the submatrix consisting of all rows
indexed by B. Hence, a set B of participants is qualified just when e1 is contained
in the span of the rows of MB.

To distribute a random secret s, the dealer picks a random column vector
a ∈ ZZdq , sets s = a1, and computes the share for participant Pi as si = Mia.
As before, the dealer publishes the commitments Cj = gaj , for 0 ≤ j < t, and
the encrypted shares Yi = ysii , for 1 ≤ i ≤ n. To prove the consistency of the
encrypted shares, the dealer proves that logg Xi = logyi Yi, where Xi = gsi can
be computed by anyone (due to the linearity):

Xi =
d∏

j=1

(Cj)
Mij = g

∑d

j=1
Mijaj = gsi

As before, for reconstruction the participants decrypt their shares to obtain
{Gsi}i∈B, for some B ∈ Γ . Using a vector c for which e1 = c MB, which exists
on account of (1), we then have (again due to the linearity):

∏

i∈B
(Gsi)ci = G

∑
i∈B(Mia)ci = G

(
∑

i∈B ciMi)a = Ge1a = Gs.

Clearly, the resulting schemes are both simple and efficient. In general, only
a single commitment Cj is required per random value chosen by the dealer, and
one encryption Yi per share si plus a response ri for the consistency proof. Note
that the construction also works for secret sharing schemes in which participants
may receive multiple shares.

B Description of PROOFU

See Section 5. In order to prove that U is well-formed the prover must convince
the verifier that there exists an s such that C0 = gs and U = Gs+v with v ∈
{0, 1}. The protocol runs as follows:

1. The prover sets av = gw and bv = Gw for random w ∈R ZZq . The prover

also sets a1−v = gr1−vC
d1−v
0 and b1−v = Gr1−v (U/G1−v)d1−v , for random

r1−v, d1−v ∈R ZZq. The prover sends a0, b0, a1, b1 in this order to the verifier.
2. The verifier sends a random challenge c ∈R ZZq to the prover.
3. The prover sets dv = c−d1−v (mod q) and rv = w−sdv (mod q), and sends

d0, r0, d1, r1 in this order to the verifier.
4. The verifier checks that c = d0 + d1 (mod q) and that a0 = gr0Cd0

0 , b0 =
Gr0Ud0 , a1 = gr1Cd1

0 , and b1 = Gr1(U/G)d1 .

Clearly, the proof is honest verifier zero-knowledge, hence its non-interactive
version releases no information on v in the random oracle model.

1 import crypto from 'crypto';

2

3 import { Group } from './Group';

4 import { SigmaProtocol } from './ZKP';

5

6 type Statement = {g: bigint, p: bigint, h: bigint, a: bigint, b: bigint};

7 type Witness = {r: bigint, m: 0|1};

8

9 type Commitment = { G: bigint; H: bigint }

10 type Challenge = Buffer;

11 type Response = {c: bigint; s: bigint};

12

13 export class SigmaProtocolDLogEqDisj extends Group implements SigmaProtocol<Statement,Witness,Commitment[],Challenge,Response[]> {

14

15 public readonly statement: Statement;

16 private readonly witness!: Witness;

17

18 private resp!: Response[];

19 private s!: bigint;

20

21 constructor(statement: Statement, witness?: Witness) {

22 super(statement.p, statement.g);

23 this.statement = statement;

24 if (witness) this.witness = witness;

25 }

26

27 public commit(): Commitment[] {

28 if (!this.witness) throw new Error("A witness must be instantiated to compute a proof");

29

30 const commitment = new Array<Commitment>(2);

31

32 //commitment for m

33 this.s = this.random();

34 commitment[this.witness.m] = {G: this.g(this.s), H: this.exp(this.statement.h, this.s)};

35

36 //simulate proof (commitment & response) for bit m xor 1

37 const c = this.random();

38 const t = this.random();

39 const G = this.g(t) * this.exp(this.statement.a, this.inverse(c)) % this.prime;

40 const H = this.exp(this.statement.h, t)

41 * this.exp(this.statement.b * this.g(this.inverse(1^this.witness.m)) % this.prime, this.inverse(c)) % this.prime;

42

43 this.resp = new Array<Response>(2);

44 this.resp[1^this.witness.m] = {c, s: t};

45 commitment[1^this.witness.m] = {G, H};

46

47 return commitment as Commitment[];

48 }

Listing 9: Applying our framework to the sigma protocol by Schoenmakers (overlay, Crypto’99), including a method (Lines 27–48) for computing
a commitment comprising a pair, wherein element m defines parameters gs (mod p) and hs (mod p), and the other gt · a−c (mod p) and ht · (b ·
g−(m xor 1))−c (mod p), where c, s, and t are randomly sampled. (Continues overleaf.)



50 public response(challenge: Challenge): Response[] {

51 if (!this.resp) throw new Error("Method response must be called after method commit");

52

53 this.resp[this.witness.m] = {} as Response;

54

55 //Here be dragons: Hash function produces far fewer bits than random number generation (for sensible length primes),

56 //apply function mod (rather than remainder operator) to negative bigint

57 this.resp[this.witness.m].c = (challenge.toBigint() - this.resp[1^this.witness.m].c).mod(this.order);

58 this.resp[this.witness.m].s = (this.s + this.witness.r * this.resp[this.witness.m].c) % this.order;

59

60 return this.resp as Response[];

61 }

62

63 public verify(commitment: Commitment[], challenge: Challenge, response: Response[]): boolean {

64 if (!this.isMember(this.statement.a) || !this.isMember(this.statement.b)) return false;

65

66 const proof = [0,1].map(i => ({G: commitment[i].G, H: commitment[i].H, c: response[i].c, s: response[i].s})).entries();

67

68 for (const [i, {G,H,c,s}] of proof)

69 if (!this.isMember(G) || !this.isMember(H)) return false;

70 else if ((this.g(s) % this.prime !== G * this.exp(this.statement.a,c) % this.prime)

71 || (this.exp(this.statement.h, s) % this.prime

72 !== H * this.exp(this.statement.b * this.g(this.inverse(i)) % this.prime, c) % this.prime))

73 return false;

74

75 if (challenge.toBigint() % this.order !== response.reduce((sum, {c}) => sum + c, 0n) % this.order) return false;

76

77 return true;

78 }

79

80 }

81

82 import { ZeroKnowledgeProof } from './ZKPDLog';

83

84 export class ZKPDLogEqDisj extends ZeroKnowledgeProof {

85 constructor(statement: Statement, hashAlgorithm: string, witness?: Witness) {

86 super(new SigmaProtocolDLogEqDisj(statement, witness), hashAlgorithm);

87 }

88 }

Listing 10: (Continued from Listing 9.) A method (Lines 50–61) returning a response comprising a pair, wherein element m xor 1 comprises values c
and t computed by the commitment method and the other defines parameter c by subtracting the former’s complementary value from the challenge
and the remaining parameter as s+r∗c. Verification (Lines 63–78) succeeds iff for each commitment pair G & H and response c & s we have gs ≡ G ·ac
(mod p) and hs ≡ H · (b · g−i)c (mod p) where i is an index, and the challenge hash is the sum of c-values. Once again, deriving the zero-knowledge
proof system is speculatory easy (Lines 84–88). Such proofs may be used to prove correctness of boolean encryption: Suppose (a, b) = (gr, hr · gm)
is an ElGamal ciphertext such that either logg a = logh b or logg a = logh b · g−1, we have m = 0 in the former and m = 1 in the latter, i.e., m is a
boolean. Chang-Fong & Essex (ACSAC’16) discovered the original presentation (Crypto’99) omits some necessary checks, we consider the patched
version which additionally checks the statement and each commitment pair comprise group elements (Line 64 & 69).


